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Elder Fraud: How to Protect Yourself 
 
KNOW THE FACTS: 

• Studies show that older American lose BILLIONS of dollars a year to fraud and exploitation; this handout 
contains information on how you or a loved one can prevent being a victim of Elder Fraud. 

• Senior are frequent targets of SCAM EXPERTS. 

• All adults are at risk of being fooled: The vulnerable older adult (living alone and isolated, dependent on 
others for care) is the prime target for both first time and repeat exploitation. 

• About 1 in 9 adults over the age of 65 and about 1 in 3 over the age 85 years has a diagnosis of dementia. 

• A core feature of a diagnosis of dementia is a change from a prior level of being able to carry out 
important functions such as buying groceries, preparing a meal, making phone calls, paying bills and 
correctly taking medications.  Half of older adults with early stage dementia are undiagnosed because in 
the context of a brief routine doctor’s office visit, a church service or other social gathering they may 
appear to be entirely normal. 

• Financial Capacity is the ability to accurately handle cash and checking or banking transactions.  Financial 
Capacity can be significantly impaired in the very early stages of dementia illness even when testing 
shows little to no impairment in memory. 

• Know the Law: If you have ANY reason to suspect a vulnerable adult is being abused, neglected or 
financially exploited, you are required by law to make a report to your county’s Department of Social 
Services. 

 
WHAT TO WATCH FOR: 

• Frequent visits to the person’s home by overnight courier services/solicitors asking for personal 
information. 

• Being asked to make a financial decision in a hurry. 

• Numerous cheap prized in the home (e.g., plastic cameras, gold-plated jewelry, vacation certificates, 
small television sets). 

• Phone bills showing a sudden, unexplained increase in long distance and overseas calls. 

• Wire transfer receipts showing large sums going to out of state addresses, Canada, the Middle East or 
the Caribbean, especially with someone who normally does not utilize such services. 

• Checking and credit card accounts showing sudden increases in transactions with wire services, 
unexplained debits or charges, purchases of money orders or check in large amounts. 

• Several colorful mailings in the home such as lotteries, puzzle-solving contests. 

• Unexpected borrowing patterns or inability to pay bills or meet living expenses. 

• A sudden reluctance to be away from home or to have visitors in the home. 

• Unexpected secretiveness or defensiveness regarding any of the above. 

• Social withdrawal, depression, anxiety, alcohol or drug abuse that cannot be attributed to other causes, 
together with any of the above. 

 
THINGS TO DO: 

• If you have an older relative, be involved enough to know if there is a problem. 

• Educate yourself and key family members to know what scams are occurring in your area. 

• PROTECT YOUR NUMBERS – Never give out your social security number, credit card or bank account 
number to someone contacting you in person, by phone, mail or email. 

• END THE CONVERSATION with telemarketers.  Simply say, “I AM SORRY, I AM NOT INTERESTED.” And 
hang up.  Do not engage in further conversation. 
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• NEVER WIRE OR SEND MONEY TO ANYONE, ANYWHERE, WHO SAYS YOU’VE WON A PRIZE. DO NOT PAY 
MONEY UP FRONT in order to get a loan, to repair credit, or for foreclosure help. BE WARY OF DOOR TO 
DOOR CONTRACTORS offering home repair services. AVOID GET-RICH-QUICK SCHEMES… 
 

IF IT SOUNDS TOO GOOD TO BE TRUE, IT PROBABLY IS 
 

MORE THINGS TO DO: 

• Even sophisticated investors can be (and have been) fooled: If you are considering an investment or 
change in how you will use any retirement savings or home mortgage, follow the ASK and CHECK 
guidelines: 

o ASK: “Are you a licensed broker?” Is this investment registered? And then, 
o CHECK on the investment by contacting www.saveandinvest.org (1-888-295-7422) and 

www.finra.org/brokercheck. 

• Have Durable Power of Attorney completed so that wishes are clear before there is a problem.  Consider 
including a clause that allows it to be activated in cases of cognitive impairment. 

• Put all phone numbers on a DO NOT CALL registry (see “helpful resources” below). 

• Give your banker permission to contact a trusted family member or friend if they witness suspicious 
activity on your account. 

 
HELPFUL RESOURCES: 
Telemarketers and Junk Mail: Cut down exposure to telemarketers and junk mail by participating in the lists 
below. NOTE: Scam Experts may still call, and legitimate charities are still allowed to contact you. 
 *Federal DO NOT CALL registry via the Federal Trade Commission: 
                                       888-382-1222 or www.donotcall.gov 
             *Register for the DO NOT MAIL list by sending your name and address on a card to: 
                                        DMA Mail, Preference Service, PO Box 643, Carmel, NY 10512 
General information: FBI – http://www.fbi.gov/scams-safety/fraud/seniors 
 
Identity Theft: If you are a victim of Identity Theft contact these hotlines immediately: 

• Social Security Administration: 800-269-0271 

• Internal Revenue Service: 800-829-1040 

• Federal Trade Commission: 877-438-4338 
 
Credit: Check your credit regularly with reliable agencies; notify them (all) in case of identity theft 

• Equifax – Free reports and credit scores (automated) and suspected fraud reports and info: 800-525-
6285 

• Other reliable agencies: Experian 888-397-3742; TransUnion 800-680-7289; Innovis 800-540-2505 
 

IF VICTIMIZED, CONTACT: 

• Local Police Department 

• National Elder Fraud Hotline: 833-372-8311 

• Federal Trade Commission: 877-382-4357 

• US Postal Inspection: 877-876-2455 

• Medicare Fraud Hotline: 800-447-8477 
 
This document was prepared by JFS Compass a nonprofit charitable organization dedicated to providing treatment and support to 
patients and families affected be dementia and to healthy aging in our region.   
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